Usi ng Li nux for Today's
Dat a Forensi Ccs

o

COMPUTER

CRAZYTRAINCOM

SECDODRITY

INSTITUTE

Thomas Rude, C SSP
3 November 2004

Copyright €2003, Thonas Rude. Al'l Rights Reserved



Usi ng LI nux for Data Forensics

Not e:

| have conbi ned ny presentation given on Monday,
3 Novenber, with two that | was called into
assi st wwth on Tuesday, 4 Novenber. This single
presentati on conbines the three CSI presentations
| Nt 0 one.

Copyri ght €2003, Thonmas Rude. Al Rights Reserved



Usi ng LI nux for Data Forensics

Agenda

- Revi ew

- Foren-vol ution
- Pengui n Power

- H ccups, Tools, & O her Misings
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Revi ew
- acquisition, analysis, & reporting
- historically geeking;

small hard drives < 1@B

DOS- based tool s

stand al one, post nortem anal ysi s

little | egal
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For en-vol uti on
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For en-vol uti on

- el enents of change 1 ncl ude;

cheap t echnol ogy

| arger hard drives > 40GB

pl ethora of data storage devices

l1tigious world

] ob nar ket
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Pengui n Power

- 40+ fil esystemtypes supported in kernel 2.4.18+
- non-invasive operating systemarchitecture

- | oopback device driver & files

- cost, speed, & efficiency

- source code review

- enterprise scalable and friendly
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H ccups, Tools, & O her MisINngs
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H ccups
- odd sector out on an IDE hard drive
Data is read by the block layer in 1k bl ocks.

|f the last sector Is odd (512), it Is iIgnored.
Goodbye, so long, too bad, no soup for you....

What to do?

1) head over to KFC and patch the kernel

2) bypass the bl ock |ayer and use raw devi ces
3) bury your head in the sand and cry for nana
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Tool s
May be divided into systemtools and ot her tools;
- Systemt ool s i ncl ude;

dd, nd5sum grep, strings, stat, file, find,
etc.

(I.E., those that ship wth nost distributions)

- Non-systemtools = 3 party tools, both free and
conmer ci al
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Tool s

- data forensic tools include, but not limted to;

SMART for Linux WWw. asr dat a. com
Sl eut hki t www. sl eut hkit. org
FLAG www. dsd. gov. au/l 1 brary/ software/fl ag/

The Coroner's Tool kit www. porcupi ne. org
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Tool s Conpari son

Copyri ght €2003, Thonmas Rude.

Acqui re Physical | mage

Acqui re Logical Volune/Partition
Acquire via Network (LAN or WAN)
Acquire & Clone Sinultaneously
Cust om Acqui sition (specify range)
Aut henti cate (CRC32, M)S5SUM SHAL)
Search

Boot abl e CD

Del eted File Recovery

W pi ng

Hash Sets

Dat a For ensi cs

SNVART Sl eut hki t FLAG
X

X

X

X

X

X X X

X X X

X

FATX, NITFS, ext?2 FATx, ext2 FATX, ext2
X X
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More Tool s
| 1 bpst WWW. sour cef orge. net/ proj ect s/ ol 2nbox

captive-ntfs wwv | ankratochvil.net/project/captive

dcf | dd http://Dbiatchux. dnes. cont
f at back
f or enost http://forenost.sf.net/

nd5deep http:// nd5deep. sf. net/
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Q her Muisi ngs
- Linux does not require the use of a wite bl ocker

- Linux may be used to acquire, browse,

aut henti cate, and search various nedi a such as;
conpact flash cards, secure digital cards, nenory
sti cks, handhel ds/ PDAs, hard drives, RAID arrays,
tape cartridges, & other storage containers

- Contrary to popul ar belief, Linux is not free,
see bel ow,

“Linux 1s free only if your tinme is worthl ess”
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Q her Muisi ngs

- Yes, Linux may be used in all aspects of your
| nvesti gati on;

- acqui sition
- anal ysi s
- reporting
- Yes, Linux Is accepted by courts around the world

- Yes, Linux has been validated by i ndependents and
agenci es al 1 ke (SYChA8.NL2T) a1 wans reserves
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Questions? Comments?  Checks payable to

f armer dude@cr azytrailn. com

Note: No part of this docunent, either in whole or in part, may be
reproduced, distributed, or publicly displayed wthout prior express
written consent fromthe author.
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